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DETAILED ACTION 

Response to Amendment 

1 . This office action is in response to applicant's amendment filed on 01/24/2008. 

2. Claims 1, 2, 6-8, 12, 13, 17, and 18 have been amended. Claims 1-21 are 
currently pending. 

3. Due to applicant's amendment of claims 1 , 2, 7, 8, 1 3, and 1 8 the objection to 
claims 13 and 18 is withdrawn, the 35 (JSC 112 (2) rejection of claims 1-1 1, 13, and 18 
is withdrawn, and the 35 USC 1 1 2 (1 ) rejection of claims 1 -6 is withdrawn. 

Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

5. Claims 1-5, 7-10, 12-15, and 17-20 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Chen (US 6,553,423) in view of Chandra et al. (2003/01 1 2799; 
hereafter Chandra) and further in view of Gao ("On Inferring Autonomous System 
Relationships in the Internet", Dec. 2001, IEEE/ACM Transactions on Networking, Vol. 
9, pg 733-745; hereafter Gao). 

With respect to claim 1, Chen discloses a router (500 of Figure 4) inside an 
autonomous system (AS3 of Figure 4) that receives BGP advertisements (Abstract; 
column 5, lines 10-19) from another router (500 of Figure 4) inside a second 
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autonomous system (AS2 of Figure 4). A relationship is created between the router in 
AS3 and the router in AS2 (column 5, lines 20-30; column 5, lines 56-66). Chen's 
system also teaches a third router (500 of Figure 4) inside a third autonomous system 
(AS1 of Figure 4) that sends capability update messages to the router in AS2 (column 6, 
lines 17-44). 

Chen does not disclose performing path identification and verification by the 
routers. 

Chandra, in an invention of network connections between autonomous systems, 
discloses a method of verifying connection prefixes that are delivered in an updated 
message (503, 505, 507, 509, 511, 513, 515 of Figure 5; paragraphs [0047], [0048], 
and [0051]). 

Chandra teaches the benefit of restricting access to certain customer's by 
checking the advertised paths in an update message (paragraph [0026]). Thus, it 
would have been obvious to one of ordinary skill in the art at the time of the invention to 
use the path checking as taught by Chandra with the system of Chen. 

Chen does not disclose creating directed graphs by the routers. 

Gao, in an invention for autonomous system connections (Abstract), teaches an 
algorithm to create autonomous system graphs (Figure 4; Figure 5; left column, section 
A, pg 739). The graphs are used to see relationships between nodes and autonomous 
systems (left column, 4th full paragraph, pg 739). 

Gao teaches the benefit of greater contract support and greater backup 
connectivity by building graphs for autonomous systems (right column, first full 
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paragraph, pg 733). Thus, it would have been obvious to one of ordinary skill in the art 
at the time of the invention to use the graph creation as taught by Gao with the system 
of Chen. 

With respect to claim 2, Chen further discloses receiving update messages 
(column 6, lines 17-30) containing routing information. 

Chen does not disclose performing verification by the routers. 

Chandra, in an invention of network connections between autonomous systems, 
discloses a method of verifying connection prefixes that are delivered in an updated 
message (503, 505, 507, 509, 511, 513, 515 of Figure 5; paragraphs [0047], [0048], 
and [0051]). 

Chandra teaches the benefit of restricting access to certain customer's by 
checking the advertised paths in an update message (paragraph [0026]). Thus, it 
would have been obvious to one of ordinary skill in the art at the time of the invention to 
use the path checking as taught by Chandra with the system of Chen. 

Chen does not disclose creating directed graphs by the routers. 

Gao, in an invention for autonomous system connections (Abstract), teaches an 
algorithm to create autonomous system graphs (Figure 4; Figure 5; left column, section 
A, pg 739). The graphs are used to see relationships between nodes and autonomous 
systems (left column, 4th full paragraph, pg 739). 

Gao teaches the benefit of greater contract support and greater backup 
connectivity by building graphs for autonomous systems (right column, first full 
paragraph, pg 733). Thus, it would have been obvious to one of ordinary skill in the art 
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at the time of the invention to use the graph creation as taught by Gao with the system 
of Chen. 

With respect to claim 3, Chen further discloses a router (500 of Figure 4) as a 
network element. 

With respect to claim 4, Chen fails to disclose a table that is referenced to verify 
one or more autonomous system paths. 

Chandra, in an invention of network connections between autonomous systems, 
discloses a method of verifying connection prefixes that are delivered in an updated 
message (503, 505, 507, 509, 511, 513, 515 of Figure 5; paragraphs [0047], [0048], 
and [0051]). Chandra uses tables to verify the paths (51 1 of Figure 5; 613 of Figure 6). 

Chandra teaches the benefit of restricting access to certain customer's by 
checking the advertised paths in an update message (paragraph [0026]). Thus, it 
would have been obvious to one of ordinary skill in the art at the time of the invention to 
use the path checking as taught by Chandra with the system of Chen. 

Chen fails to disclose a directed graph stored in a table. 

Gao, in an invention for autonomous system connections (Abstract), teaches an 
algorithm to create autonomous system graphs (Figure 4; Figure 5; left column, section 
A, pg 739). The graphs are used to see relationships between nodes and autonomous 
systems (left column, 4th full paragraph, pg 739). 

Gao teaches the benefit of greater contract support and greater backup 
connectivity by building graphs for autonomous systems (right column, first full 
paragraph, pg 733). Thus, it would have been obvious to one of ordinary skill in the art 
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at the time of the invention to use the graph creation as taught by Gao with the system 
of Chen. 

With respect to claim 5, Chen further discloses using a Border Gateway 
Protocol to send the update messages (Abstract). 

With respect to claim 7, Chen discloses a method for a router (500 of Figure 4) 
inside an autonomous system (AS3 of Figure 4) that receives BGP advertisements 
(Abstract; column 5, lines 10-19) from another router (500 of Figure 4) inside a second 
autonomous system (AS2 of Figure 4). A relationship is created between the router in 
AS3 and the router in AS2 (column 5, lines 20-30; column 5, lines 56-66). Chen's 
system also teaches a third router (500 of Figure 4) inside a third autonomous system 
(AS1 of Figure 4) that sends capability update messages to the router in AS2 (column 6, 
lines 17-44). 

Chen does not disclose performing path identification and verification by the 
routers. 

Chandra, in an invention of network connections between autonomous systems, 
discloses a method of verifying connection prefixes that are delivered in an updated 
message (503, 505, 507, 509, 511, 513, 51 5 of Figure 5; paragraphs [0047], [0048], 
and [0051]). 

Chandra teaches the benefit of restricting access to certain customer's by 
checking the advertised paths in an update message (paragraph [0026]). Thus, it 
would have been obvious to one of ordinary skill in the art at the time of the invention to 
use the path checking as taught by Chandra with the method of Chen. 
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Chen does not disclose creating directed graphs by the routers. 

Gao, in an invention for autonomous system connections (Abstract), teaches an 
algorithm to create autonomous system graphs (Figure 4; Figure 5; left column, section 
A, pg 739). The graphs are used to see relationships between nodes and autonomous 
systems (left column, 4th full paragraph, pg 739). 

Gao teaches the benefit of greater contract support and greater backup 
connectivity by building graphs for autonomous systems (right column, first full 
paragraph, pg 733). Thus, it would have been obvious to one of ordinary skill in the art 
at the time of the invention to use the graph creation as taught by Gao with the method 
of Chen. 

With respect to claim 8, Chen further discloses receiving update messages 
(column 6, lines 17-30) containing routing information. 

Chen does not disclose performing verification by the routers. 

Chandra, in an invention of network connections between autonomous systems, 
discloses a method of verifying connection prefixes that are delivered in an updated 
message (503, 505, 507, 509, 511, 513, 515 of Figure 5; paragraphs [0047], [0048], 
and [0051]). 

Chandra teaches the benefit of restricting access to certain customer's by 
checking the advertised paths in an update message (paragraph [0026]). Thus, it 
would have been obvious to one of ordinary skill in the art at the time of the invention to 
use the path checking as taught by Chandra with the method of Chen. 

Chen does not disclose creating directed graphs by the routers. 
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Gao, in an invention for autonomous system connections (Abstract), teaches an 
algorithm to create autonomous system graphs (Figure 4; Figure 5; left column, section 
A, pg 739). The graphs are used to see relationships between nodes and autonomous 
systems (left column, 4th full paragraph, pg 739). 

Gao teaches the benefit of greater contract support and greater backup 
connectivity by building graphs for autonomous systems (right column, first full 
paragraph, pg 733). Thus, it would have been obvious to one of ordinary skill in the art 
at the time of the invention to use the graph creation as taught by Gao with the method 
of Chen. 

With respect to claim 9, Chen fails to disclose a table that is referenced to verify 
one or more autonomous system paths. 

Chandra, in an invention of network connections between autonomous systems, 
discloses a method of verifying connection prefixes that are delivered in an updated 
message (503, 505, 507, 509, 511, 513, 515 of Figure 5; paragraphs [0047], [0048], 
and [0051]). Chandra uses tables to verify the paths (51 1 of Figure 5; 613 of Figure 6). 

Chandra teaches the benefit of restricting access to certain customer's by 
checking the advertised paths in an update message (paragraph [0026]). Thus, it 
would have been obvious to one of ordinary skill in the art at the time of the invention to 
use the path checking as taught by Chandra with the method of Chen. 

Chen fails to disclose a directed graph stored in a table. 

Gao, in an invention for autonomous system connections (Abstract), teaches an 
algorithm to create autonomous system graphs (Figure 4; Figure 5; left column, section 
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A, pg 739). The graphs are used to see relationships between nodes and autonomous 
systems (left column, 4th full paragraph, pg 739). 

Gao teaches the benefit of greater contract support and greater backup 
connectivity by building graphs for autonomous systems (right column, first full 
paragraph, pg 733). Thus, it would have been obvious to one of ordinary skill in the art 
at the time of the invention to use the graph creation as taught by Gao with the method 
of Chen. 

With respect to claim 10, Chen further discloses using a Border Gateway 
Protocol to send the update messages (Abstract). 

With respect to claim 12, Chen discloses a router (500 of Figure 4) inside an 
autonomous system (AS3 of Figure 4) that receives BGP advertisements (Abstract; 
column 5, lines 10-19) from another router (500 of Figure 4) inside a second 
autonomous system (AS2 of Figure 4). A relationship is created between the router in 
AS3 and the router in AS2 (column 5, lines 20-30; column 5, lines 56-66). Chen's 
system also teaches a third router (500 of Figure 4) inside a third autonomous system 
(AS1 of Figure 4) that sends capability update messages to the router in AS2 (column 6, 
lines 17-44). The router is build with a network interface (51 OA of Figure 5; viewed as a 
means for receiving and a means for responding) and a route processor (502 of Figure 
5; viewed as a means for identifying). 

Chen does not disclose performing path identification and verification by the 
routers. 
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Chandra, in an invention of network connections between autonomous systems, 
discloses a method of verifying connection prefixes that are delivered in an updated 
message (503, 505, 507, 509, 51 1 , 513, 515 of Figure 5; paragraphs [0047], [0048], 
and [0051]). 

Chandra teaches the benefit of restricting access to certain customer's by 
checking the advertised paths in an update message (paragraph [0026]). Thus, it 
would have been obvious to one of ordinary skill in the art at the time of the invention to 
use the path checking as taught by Chandra with the system of Chen. 

Chen does not disclose creating directed graphs by the routers. 

Gao, in an invention for autonomous system connections (Abstract), teaches an 
algorithm to create autonomous system graphs (Figure 4; Figure 5; left column, section 
A, pg 739). The graphs are used to see relationships between nodes and autonomous 
systems (left column, 4th full paragraph, pg 739). 

Gao teaches the benefit of greater contract support and greater backup 
connectivity by building graphs for autonomous systems (right column, first full 
paragraph, pg 733). Thus, it would have been obvious to one of ordinary skill in the art 
at the time of the invention to use the graph creation as taught by Gao with the system 
of Chen. 

With respect to claim 13, Chen further discloses receiving update messages 
(column 6, lines 17-30) containing routing information. 

Chen does not disclose performing verification by the routers. 
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Chandra, in an invention of network connections between autonomous systems, 
discloses a method of verifying connection prefixes that are delivered in an updated 
message (503, 505, 507, 509, 51 1 , 513, 515 of Figure 5; paragraphs [0047], [0048], 
and [0051]). 

Chandra teaches the benefit of restricting access to certain customer's by 
checking the advertised paths in an update message (paragraph [0026]). Thus, it 
would have been obvious to one of ordinary skill in the art at the time of the invention to 
use the path checking as taught by Chandra with the system of Chen. 

Chen does not disclose creating directed graphs by the routers. 

Gao, in an invention for autonomous system connections (Abstract), teaches an 
algorithm to create autonomous system graphs (Figure 4; Figure 5; left column, section 
A, pg 739). The graphs are used to see relationships between nodes and autonomous 
systems (left column, 4th full paragraph, pg 739). 

Gao teaches the benefit of greater contract support and greater backup 
connectivity by building graphs for autonomous systems (right column, first full 
paragraph, pg 733). Thus, it would have been obvious to one of ordinary skill in the art 
at the time of the invention to use the graph creation as taught by Gao with the system 
of Chen. 

With respect to claim 14, Chen fails to disclose a table that is referenced to 
verify one or more autonomous system paths. 

Chandra, in an invention of network connections between autonomous systems, 
discloses a method of verifying connection prefixes that are delivered in an updated 
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message (503, 505, 507, 509, 51 1 , 513, 515 of Figure 5; paragraphs [0047], [0048], 
and [0051]). Chandra uses tables to verify the paths (51 1 of Figure 5; 613 of Figure 6). 

Chandra teaches the benefit of restricting access to certain customer's by 
checking the advertised paths in an update message (paragraph [0026]). Thus, it 
would have been obvious to one of ordinary skill in the art at the time of the invention to 
use the path checking as taught by Chandra with the system of Chen. 

Chen fails to disclose a directed graph stored in a table. 

Gao, in an invention for autonomous system connections (Abstract), teaches an 
algorithm to create autonomous system graphs (Figure 4; Figure 5; left column, section 
A, pg 739). The graphs are used to see relationships between nodes and autonomous 
systems (left column, 4th full paragraph, pg 739). 

Gao teaches the benefit of greater contract support and greater backup 
connectivity by building graphs for autonomous systems (right column, first full 
paragraph, pg 733). Thus, it would have been obvious to one of ordinary skill in the art 
at the time of the invention to use the graph creation as taught by Gao with the system 
of Chen. 

With respect to claim 15, Chen further discloses using a Border Gateway 
Protocol to send the update messages (Abstract). 

With respect to claim 17, Chen discloses a method for a router (500 of Figure 
4) inside an autonomous system (AS3 of Figure 4) that receives BGP advertisements 
(Abstract; column 5, lines 10-19) from another router (500 of Figure 4) inside a second 
autonomous system (AS2 of Figure 4). A relationship is created between the router in 
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AS3 and the router in AS2 (column 5, lines 20-30; column 5, lines 56-66). Chen's 
system also teaches a third router (500 of Figure 4) inside a third autonomous system 
(AS1 of Figure 4) that sends capability update messages to the router in AS2 (column 6, 
lines 17-44). Chen also discloses a computer readable medium with program 
instructions to perform the method (claim 16). 

Chen does not disclose performing path identification and verification by the 
routers. 

Chandra, in an invention of network connections between autonomous systems, 
discloses a method of verifying connection prefixes that are delivered in an updated 
message (503, 505, 507, 509, 511, 513, 515 of Figure 5; paragraphs [0047], [0048], 
and [0051]). 

Chandra teaches the benefit of restricting access to certain customer's by 
checking the advertised paths in an update message (paragraph [0026]). Thus, it 
would have been obvious to one of ordinary skill in the art at the time of the invention to 
use the path checking as taught by Chandra with the method of Chen. 

Chen does not disclose creating directed graphs by the routers. 

Gao, in an invention for autonomous system connections (Abstract), teaches an 
algorithm to create autonomous system graphs (Figure 4; Figure 5; left column, section 
A, pg 739). The graphs are used to see relationships between nodes and autonomous 
systems (left column, 4th full paragraph, pg 739). 

Gao teaches the benefit of greater contract support and greater backup 
connectivity by building graphs for autonomous systems (right column, first full 
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paragraph, pg 733). Thus, it would have been obvious to one of ordinary skill in the art 
at the time of the invention to use the graph creation as taught by Gao with the method 
of Chen. 

With respect to claim 18, Chen further discloses receiving update messages 
(column 6, lines 17-30) containing routing information. 

Chen does not disclose performing verification by the routers. 

Chandra, in an invention of network connections between autonomous systems, 
discloses a method of verifying connection prefixes that are delivered in an updated 
message (503, 505, 507, 509, 511, 513, 515 of Figure 5; paragraphs [0047], [0048], 
and [0051]). 

Chandra teaches the benefit of restricting access to certain customer's by 
checking the advertised paths in an update message (paragraph [0026]). Thus, it 
would have been obvious to one of ordinary skill in the art at the time of the invention to 
use the path checking as taught by Chandra with the method of Chen. 

Chen does not disclose creating directed graphs by the routers. 

Gao, in an invention for autonomous system connections (Abstract), teaches an 
algorithm to create autonomous system graphs (Figure 4; Figure 5; left column, section 
A, pg 739). The graphs are used to see relationships between nodes and autonomous 
systems (left column, 4th full paragraph, pg 739). 

Gao teaches the benefit of greater contract support and greater backup 
connectivity by building graphs for autonomous systems (right column, first full 
paragraph, pg 733). Thus, it would have been obvious to one of ordinary skill in the art 
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at the time of the invention to use the graph creation as taught by Gao with the method 
of Chen. 

With respect to claim 19, Chen fails to disclose a table that is referenced to 
verify one or more autonomous system paths. 

Chandra, in an invention of network connections between autonomous systems, 
discloses a method of verifying connection prefixes that are delivered in an updated 
message (503, 505, 507, 509, 511, 513, 515 of Figure 5; paragraphs [0047], [0048], 
and [0051]). Chandra uses tables to verify the paths (51 1 of Figure 5; 613 of Figure 6). 

Chandra teaches the benefit of restricting access to certain customer's by 
checking the advertised paths in an update message (paragraph [0026]). Thus, it 
would have been obvious to one of ordinary skill in the art at the time of the invention to 
use the path checking as taught by Chandra with the method of Chen. 

Chen fails to disclose a directed graph stored in a table. 

Gao, in an invention for autonomous system connections (Abstract), teaches an 
algorithm to create autonomous system graphs (Figure 4; Figure 5; left column, section 
A, pg 739). The graphs are used to see relationships between nodes and autonomous 
systems (left column, 4th full paragraph, pg 739). 

Gao teaches the benefit of greater contract support and greater backup 
connectivity by building graphs for autonomous systems (right column, first full 
paragraph, pg 733). Thus, it would have been obvious to one of ordinary skill in the art 
at the time of the invention to use the graph creation as taught by Gao with the method 
of Chen. 
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With respect to claim 20, Chen further discloses using a Border Gateway 
Protocol to send the update messages (Abstract). 

6. Claims 6, 1 1 , 1 6, and 21 are rejected under 35 U.S.C. 1 03(a) as being 
unpatentable over Chen in view of Chandra and further in view of Gao and further in 
view of Klinker (US 2006/0182034; hereafter Klinker). 

With respect to claim 6, Chen fails to disclose an administrator element that is 
operable to communicate information included within the directed graph to one or more 
additional network elements. 

Klinker, in an invention of identification of multiple paths in a network, discloses a 
controller (605 of Figure 6; paragraph [0144]; viewed as equivalent to an administrator 
element) for exchanging path information among network elements (DALLAS, 
SEATTLE, CHICAGO of Figure 1 D). 

Klinker teaches the benefit of more efficient network operations by using a 
controller to analyze the network performance (paragraph [0029]). Thus, it would have 
been obvious to one of ordinary skill in the art at the time of the invention to use the 
controller of Klinker with the system of Chen. 

With respect to claim 11, Chen fails to specifically disclose an administrator 
element that is operable to communicate information included within the directed graph 
to one or more additional network elements. 

Klinker, in an invention of identification of multiple paths in a network, discloses a 
controller (605 of Figure 6; paragraph [0144]; viewed as equivalent to an administrator 
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element) for exchanging path information among network elements (DALLS, SEATTLE, 
CHICAGO of Figure 1D). 

Klinker teaches the benefit of more efficient network operations by using a 
controller to analyze the network performance (paragraph [0029]). Thus, it would have 
been obvious to one of ordinary skill in the art at the time of the invention to use the 
controller method of Klinker with the method of Chen. 

With respect to claim 16, Chen fails to disclose an administrator element that is 
operable to communicate information included within the directed graph to one or more 
additional network elements. 

Klinker, in an invention of identification of multiple paths in a network, discloses a 
controller (605 of Figure 6; paragraph [0144]; viewed as equivalent to an administrator 
element) for exchanging path information among network elements (DALLAS, 
SEATTLE, CHICAGO of Figure 1 D). 

Klinker teaches the benefit of more efficient network operations by using a 
controller to analyze the network performance (paragraph [0029]). Thus, it would have 
been obvious to one of ordinary skill in the art at the time of the invention to use the 
controller of Klinker with the system of Chen. 

With respect to claim 21, Chen fails to specifically disclose an administrator 
element that is operable to communicate information included within the directed graph 
to one or more additional network elements. 

Klinker, in an invention of identification of multiple paths in a network, discloses a 
controller (605 of Figure 6; paragraph [0144]; viewed as equivalent to an administrator 
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element) for exchanging path information among network elements (DALLS, SEATTLE, 
CHICAGO of Figure 1D). 

Klinker teaches the benefit of more efficient network operations by using a 
controller to analyze the network performance (paragraph [0029]). Thus, it would have 
been obvious to one of ordinary skill in the art at the time of the invention to use the 
controller method of Klinker with the method of Chen. 

Response to Arguments 

Applicant's arguments with respect to claims 1 , 7, 1 2, and 1 7 have been 
considered but are moot in view of the new ground(s) of rejection necessitated by 
applicant's amended limitation ("additional two-way connectivity checks are performed 
through advertisements in a BGP such that unverified states are removed...") to claims 
1,7, 12, and 17. 

Conclusion 

7. Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See M PEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
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extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to BRIAN T. O'CONNOR whose telephone number is 
(571 )270-1 081 . The examiner can normally be reached on 9:00AM-6:30PM, M-F. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Hassan Kizou can be reached on 571-272-3088. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
/BTO/ 

Brian T. O'Connor 
April 22, 2008 
Patent Examiner 

/Hassan Kizou/ 

Supervisory Patent Examiner, Art Unit 2619 



